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This Policy should be read alongside the Date Protection Policy
· Confidentiality and Data Protection policies will be reviewed by the Board of Trustees every three   years at the AGM.  Date of Next review: 2022
· Clear Desk and Record Keeping & Archiving Policies will be reviewed annually by    
       	 the Board  of Trustees at the AGM.  Date of Next review: 2022

The Principle of Confidentiality. 
Age Concern Harlow recognises that employees, volunteers, trustees & others who work with us gain information about individuals and organisations. In most cases such information will not be explicitly stated as confidential however, everything that is said to staff, trustees and volunteers by older people should be regarded as confidential.  Similarly, in trustee and staff meetings, any discussion of older people and issues that have arisen should be regarded as confidential.  Sometimes specific facts will be underlined as confidential, this does not mean other information should not be treated in the same way.  Age Concern Harlow (ACH) recognises that any user has the right to expect that any information imparted by that person to ACH will be used for the purpose for which it is given and will not be released to any other person, or outside organisation, without the user's consent. "User" means anyone who uses Age Concern Harlow’s services directly or indirectly; it may be an individual or another organisation. 

The right to privacy is essential to ensure that the service user has trust and confidence in the organisation and is treated with respect and dignity. 

The principle of confidentiality extends to relevant information about anything affecting or relating to everything involved in the business of ACH. This principle must be adhered to equally by trustees, staff and volunteers. 

This policy explains how confidentiality is maintained within our organisation. Trustees, staff and volunteers will be made aware of this policy when first joining us and will be asked to sign that they have read and understood the policy and will abide by it.  A breach of this policy could be a serious disciplinary matter.	
General Principles
· ACH is committed to ensuring that any personal information which is provided to us is processed and stored in accordance with the Data Protection Act.
· Confidentiality is a broader concept than data protection but there is overlap between the two areas. Data protection concerns only personal information which is recorded, whether this be in electronic or manual format. Confidentiality refers to all forms of information including personal information about service users or employees or volunteers, information about the organisation, for example, its plans or finances and information about other organisations, whether the information is recorded or not. 
· Information received by ACH is information for ACH to share with colleagues and use to deliver its objectives. 
· All staff/volunteers inform groups, organisations or individuals why they are requesting information and explain the purpose of storing and using this information. They ask permission to keep and use this information and record that permission was obtained. 
· Information can be shared with the Chief Officer or Assistant Chief Officer in order to discuss issues and seek advice. Where a user requests that information is not divulged to a third party this wish will normally be respected, but in life threatening or abusive situations it may be necessary for the staff to divulge information to a third party.
· An individual service user's approach is to ACH rather than to an individual employee or volunteer, therefore, discussion of information in order to best serve the need of the user does not breach the policy if such discussion is with another member of staff/volunteer. However, staff/volunteers should avoid exchanging personal information or comments (gossip) about individuals with whom they have a professional relationship. Details of a client will not be discussed with anyone outside the organisation in such a manner that it is possible to identify the client. Staff/ volunteers avoid talking about organisations or individuals in social settings. 
· ACH aims to provide a confidential service to users, but a user may choose to waive confidentiality if it is in his/her own interest to do so, in which case information may be passed to a relevant third party.
· If staff/volunteers receive information from individuals outside ACH regarding the conduct of a colleague or group, then this will be dealt with sensitively. The appropriate colleague will tell the individual about the Complaints Procedure and advise them accordingly. If employees are dissatisfied with the conduct of a colleague and have sensitive information that could be evidenced through investigation, they will discuss it with the Chief Officer. Any allegation, which is found to be malicious, or ill-founded, will be dealt with action under the Disciplinary Procedure. Where there is a legal duty on ACH to disclose information, the person that is affected will be informed that disclosure has or will be made. 
· A user has the right to see all information that is held in his/her name whether kept on computer or on paper.
· Sensitive information involving disputes or legal issues, are confidential to the employee dealing with the case and the Chief Officer. Employees/ volunteers will not withhold information from the Chief Officer unless it is purely personal to them and not business related. Users may see ACH records which relate to them, but only the information about themselves. Employees may see all of their personnel records by giving 14 days’ notice in writing to the Chief Officer. The letter must be signed by the individual.

Data Protection
Data protection essentially governs what may, and may not, be done with personal information. Such personal information may be in electronic or manual form. The Data Protection Act is mandatory, and ACH is required under law to comply with the Act. This means that we must: 
1. Notify and register with the Information Commissioner’s Offices. The Information Commissioner maintains a public register of data controllers who process data (information) and who are required to notify their details to the Commissioner. 
2. Educate and train staff in the correct use of data. Staff can be criminally liable if they knowingly or recklessly disclose personal data in breach of the Act. If a member of staff accesses another employee’s personnel records without authority this constitutes a gross misconduct offence and could lead to dismissal. 
3. Adhere to the Data Protection principles, which are outlined in the Data Protection Policy

Procedures to be Followed
· Any member of staff/volunteer faced with a decision relating to confidentiality must consult the Chief Officer, or in his/her absence a Senior Member of the Executive Committee, in the first instance the Chairperson, having first advised the user that this action is necessary.
· In no circumstances will details which enable an individual to be identified be made public or passed to a third party without the user's informed, written consent.
· Such consent is valid only for the purpose for which it was given. If information is to be re-used in different context, permission must be sought again.
· If an individual is not in a fit state mentally or physically to give permission, it will be sought from their carer, relative or advocate, and then only with the consent of the Chief Officer or, in their absence, the Chairperson or a senior member of the Executive Committee.

Enquiries Involving Third Parties
· Often an enquiry is made by a third party, e.g. a relative, friend or neighbour, for an older person. Correspondence from ACH to a third party on behalf of a client will make it clear that the reply will be shown to the client. 
· In cases where it would be helpful for ACH to contact an outside agency, the older person will be telephoned for permission. If permission is not obtained, there is a breach of confidentiality as action would be taken without the knowledge or consent of the older person and may not be in accordance with their wishes or in their best interests.
· In cases where an enquirer acting on behalf of someone else is in possession of documents suggesting that he/she is acting with full knowledge and consent of the third party, great care should be taken, and the employee/volunteer should consult the Chief Officer. 

Collection and Storage of Information
· Information is collected only when it is necessary for a specific purpose and used only for that purpose. Permission is sought before information is collected and users will be informed of their right of access to this information. This includes information from third parties about users. 
· It is important that care should be taken over the use of the telephone. No personal caller should be able to hear or witness a conversation with another service user. This is difficult given the constraints of our work environment. Where two or more conversations are simultaneously taking place on telephones, staff/volunteers will be aware of the nature of these and ensure that confidentiality is not breached. 
· Visitors will always be asked whether they wish to discuss their circumstances privately.  
· Confidential information will be kept in locked cabinets and in the case of electronic records, password protected. ACH will ensure that only authorised people have access to confidential records.
· Records relating to service users are available to selected staff/volunteers who have undergone selection and who have signed the statement on confidentiality. All enquiry records are kept in lockable cabinets with access limited to relevant staff. Care is always taken to ensure that all records are handled with discretion and are secured when the premises are not staffed. Correspondence and other records, pertaining to an individual or organisation are not left on desks and notes are destroyed once records have been compiled. 
· Information about users may be kept for the purposes of monitoring our equal opportunities policy.
· Personal files for employees/volunteers are stored in locked cabinets with access limited to relevant staff. 
· Passwords have been placed on all the computers relating to ACH in the building.

Disposal
Old records and files are regularly monitored, and information destroyed when it is no longer necessary to keep it. For professional indemnity purposes, clients’ records/files are kept for seven years from final action on the file/record. The same principles are applied to confidential information in minutes of meetings.
Records required to meet statutory/other conditions are archived for the relevant period specified by statute, regulation or contractual agreement.  
· Routine enquiries - no longer than 6 months
· Non-current service user records - no longer than 12 months from last action
· HR records - archived for 7 years.  
 
Duty to Disclose Information 
Age Concern Harlow has a legal duty to disclose some information including drug trafficking, money laundering, acts of terrorism or treason and other criminal activities. If the information relates to an adult safeguarding issue, then there is no duty to disclose unless the consent of the person at risk has been obtained. Exceptions to this are where: a) The person at risk lacks the mental capacity to decide, and a risk assessment indicates that referral would be in their best interests or b) others may be at risk. c) A crime has been committed

Removal of Information from the Premises.
It is sometimes necessary for staff to carry with them information relating to individuals. Staff exercise due care and attention to ensure that such material is kept to a minimum, is always safe and in their possession. Care will be taken with diaries, where appointments indicate the name and address of a service user. Papers relating to individuals will, be returned to the office for filing.
Information from Other Organisations.
Staff/volunteers may receive confidential or sensitive information relating to groups or other organisations. The same standards of confidentiality should be adhered to as is the case with individuals approaching ACH. Such information will only be divulged to a colleague within the organization and never to any outside person or organisation without consultation with the Chief Officer. When in doubt about how to handle any information received, staff/volunteers will contact the Chief office or the Chairperson/Senior member of the Executive Committee.
Trustees Responsibilities.
In respect of confidential agenda items at meetings and confidential minutes, Trustees adhere to the policy and guard against any breaches. Should a conflict of interest arise, that Trustee must declare their interest and they may be excluded from the discussions on that matter. It is the responsibility of the Trustees to ensure that the organisation is registered with the Data Protection Commission. Failure to notify with the Data Protection Commission, unlawfully obtaining personal data or unlawfully selling personal data are all criminal offences. The Data Protection Act provides for separate liability for any offences in the Act for directors or other Executives of any company which has committed an offence under the Act. Company directors could be personally liable as could trustees of an unincorporated charity. Trustees have a right to information held by ACH and are responsible for the policies and procedures of the organisation.  However, any such information will not be disclosed unnecessarily to Trustees, such disclosure must be relevant and necessary. Trustees do not have the right of access to client records, personnel files or other personal information unless this information is relevant to a complaint, grievance, disciplinary or other formal investigation. Individual Trustees will not elicit information of a personal nature except where it is relevant to resolving a defined task

Disclosures 
Age Concern Harlow will request pre-employment Disclosure and Barring Service (DBS) checks for new employees and volunteers whose posts involve unsupervised contact with vulnerable adults and will comply fully with the DBS Code of Practice regarding the handling, use, storage, retention and disposal of Disclosures and Disclosure information.

Breach of Confidentiality
Staff and volunteers who are dissatisfied with the conduct or actions of other colleagues will raise this in line with the grievance policy if necessary. Employees accessing unauthorised files or breaching confidentially may face disciplinary action. Ex-employees breaching confidentiality may face legal action. 

Further Information 
The Information Commissioner’s Office has a guide to Data Protection. 
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Age Concern Harlow Data Protection Policy
Guidance and procedures to be read alongside the Confidentiality Policy.

GDPR (the General Data Protection Regulation) applies to all our activities with or on behalf of older people and to the internal operation of Age Concern Harlow, including all data about our staff, volunteers and trustees. We are all responsible to make sure we are aware of the requirements of the GDPR and the Age Concern Harlow (ACH) procedure. 

The GDPR forms part of the data protection regime in the UK, together with the Data Protection Act 2018 (DPA 2018). It applies to personal data. This is information from which a living individual can be identified, either directly or indirectly (from other information held). Personal data does not have to be written and includes visual, photographic and other non-text data. This covers information held on computer, other electronic equipment and paper based records.  

Data Protection Principles
You are only allowed to use personal data for the purposes for which it was originally obtained. The  ACH is committed to processing data in accordance with its responsibilities under the GDPR. Article 5 of the GDPR requires that data is: 
a. Processed lawfully, fairly and in a transparent manner in relation to individuals;
b. Collected for specified, explicit and legitimate purposed and not further processed in a manner that is incompatible with those purposes; further processing for archiving purposes in the public interest, scientific or historical research purposes or statistical purposes shall not be considered to be incompatible with the initial purposes;
c. Adequate, relevant and limited to what is necessary in relation to the purposes for which they are processed;
d. Accurate and, where necessary, kept up to date; every reasonable step must be taken to ensure that personal data that are inaccurate, having regard to the purposes for which they are processed, are erased or rectified without delay;
e. Kept in a form which permits identification of data subjects for no longer than is necessary for the purposes for which the personal data are processed; personal data may be stored for longer periods insofar as the personal data will be processed solely for archiving purposes in the public interest, historical or statistical purposes subject to implementation of the appropriate technical and organisational measures required by the GDPR in order to safeguard the rights and freedoms of individuals.
f. Processed in a manner that ensures appropriate security of the personal data, including protection against unauthorised or unlawful processing, accidental loss, destruction or damage using appropriate technical or organisational measures.
Unauthorised Access
Personal information is securely stored in a locked filing cabinet. Personal data is not be kept on the desk top unless it is being processed. Such data is kept in a closed file folder when on the desk top. When receiving clients or visitors no personal data is visible on the desk top or computer screen. All work areas are cleared of personal data before leaving the office. (see Appendix 1 - Clean Desk Policy)

Very occasionally it will be necessary to remove personal information/case files or other documents from the  premises. This may be to allow records to be referred to during a meeting or conversation or to make such records available for scrutiny by a service user. Files removed from the office will be placed in an envelope marked ‘Private & Confidential’ and if it is necessary to leave files in a car they must be placed in the boot and not left on display. A note giving details of the file removed will be left at the office.  Papers will be returned promptly.   

General Provisions
a. This policy applies to all personal data processed by ACH.
b. The Chief Officer is responsible for ACH’s ongoing compliance with this policy.
d. The ACH has registered with the information commissioner’s office as an organisation that processes personal data.

 Lawful, Fair and Transparent Processing
a. To ensure its processing of data is lawful, fair and transparent, ACH maintains a register of systems. ( A register of all systems or contexts in which personal data is processed by Age Concern Harlow).
b. The register of systems is reviewed at least annually.
c. Individuals have the right to access their personal data and any such requests made to the charity shall be dealt with in a timely manner.




Lawful Purposes
a. All data processed by ACH must be done on one of the following bases: Consent, contract, legal obligation, vital interests, public task or legitimate interests.
b. ACH shall note the appropriate lawful basis in the register of systems
All staff who obtain, store, use or destroy information must put in place measures to inform the data subject about personal information held by the Charity and obtain evidence of their consent. For one-off telephone calls this can be done by recording a verbal notification. For more complex or on-going contact with ACH, this should be confirmed in writing. (See Appendix 2)                                                             
c. Where consent is relied upon as lawful basis for processing data, evidence of opt in consent is kept with personal data.
d. Where communications are sent to individuals based on their consent, the option for the individual to revoke their consent should be clearly available and systems in place to ensure revocation is reflected accurately in ACH’s systems.

Data Minimisation
ACH ensures that personal data is adequate, relevant and limited to what is necessary in relation to the purposes for which they are processed.

Accuracy
ACH takes responsible steps to ensure personal data is accurate.

Archiving/removal
a. To ensure that personal data is kept for no longer than necessary, ACH has in place a Record Keeping & Archiving Policy for each area in which personal data is processed and review this annually. The policy considers what data should/must be retained, for how long and why (See Appendix 3)
b. When disposing of confidential manual files all information is shredded.
  
Sharing of information
Information can only legally be disclosed to a third party if it is fair under the terms of the General Data Protection Regulations. 
a. ACH will only share personal data and information with third parties when verbal or written consent is given.
b. If the data subject has withheld consent to disclosure, personal information will not be disclosed to a third party unless there is an exemption that will legally permit disclosure (e.g. legal requirement, emergency). The Chief Officer will be notified of all cases where disclosure to a third party is planned to go ahead and the data subject has refused consent.  
c. Staff, volunteers and trustees will not access personal data without the authority to do so.
  
Security
a. ACH ensures that personal data is stored using modern software that is kept up to date.
b. Access to personal data is limited to personnel who need access and appropriate security is in place to avoid unauthorised sharing of information.
c. To ensure that ACH develops good data protection practice, implementation of data protection procedures are maintained and monitored by the Chief Officer. 
d. All staff/ volunteers who have contact with personal data receive training to understand their responsibilities for data protection.  
e. Breaches of data protection will be reported to the Chief Officer, recorded and investigated. Serious breaches of the data protection guidance and procedures will be treated as a disciplinary offence.  





















APPENDIX 1 

CLEAR DESK POLICY
The objective of the Clear Desk Policy is to set guidelines which reduce the risk of a security breach, fraud and information theft caused by documents being left unattended. 

The Policy in Operation
· When leaving the office, all staff/volunteers/trustees tidy their desk of paper and any files with personal information in them. This includes any bits of paper with personal data on it stuck to screens or notice boards. ACH provides lockable storage or filing cabinets for this purpose which are locked overnight. 
· The clear desk policy also covers any other rooms used by Age Concern Harlow. 
· Confidential documents are never be left unattended. 
· All papers are removed from the printers/photocopier for filing or disposal.  

APPENDIX 2 

The following data protection notification must be included as a minimum requirement for service documents 



“Age Concern Harlow seek permission to store your personal details to ensure we comply with the General Data Protection Regulations. We may also need to forward your details, with your consent, to other organisations in order to seek further appropriate support for you. Any information stored will only be used for the purpose intended and will not be shared with any parties, other than those discussed and in exceptional circumstances; these will be destroyed when no longer required. Please tick the box below if you consent to us recording and sharing your details when require to do so.   

I agree to the recording of my personal details: Yes/No 


I agree to my personal details being shared with other appropriate organisations, those organisations being 



……………………………….. □  



signed: ________________________________

You can withdraw or change these consents at any time. 




APPENDIX 3 - Record Keeping and Archiving Policy     
This policy relates only to notes of interaction with service users; personnel records and financial records are covered within other policies.  
 
· Records are  held securely and information is shared in line with Age Concern Harlow's Confidentiality Policy.  
· In order to provide a professional service to older people Age Concern Harlow needs to record sufficient information, but we will not ask for nor record information surplus to those requirements.  
· All personal data which the organisation holds is stored in line with General Data Protection Regulations which form part of the data protection regime in the UK, together with the Data Protection Act 2018 (DPA 2018).  
· A case file will not be established for each and every caller to Age Concern Harlow, nor in most cases is there a need to record contact details. Only where an older person receives an on-going service will a more detailed history be appropriate. For example, where a referral or assessment form is completed, copies of written correspondence etc. Otherwise, contact sheets need only give details of issue or problem discussed and actions suggested or taken. Each contact sheet will be initialled and dated.
· Where an incident of alleged abuse is being discussed, records will be kept in line with the requirements of the Policy for Safeguarding Vulnerable Adults. The records relating to these incidents are kept securely by the Chief Officer. A note is placed in any client file which refers to the safeguarding records held, where appropriate, by the Chief Officer.    
· All home visits made to older people are recorded.  
· Care is taken to ensure that handwritten notes are legible, that records are clear and factual and be based on the assumption that entries will be scrutinised at some point by the older person themselves.   
· Unprofessional phrases, irrelevant speculation and subjective statements are not acceptable and notes made as soon as possible after the conversation is concluded.

Records are held securely, in accordance with the Confidentiality Policy. The Chief Officer carries out an annual review of files.  

	Type
	HOW LONG
	WHERE
	NOTES

	Client Files




Safeguarding records which resulted in a referral being made.
	7 years




Six years from time referral
	Locked filing cabinet 

Archive file, clearly labelled in years,  in locked office cupboard.

	

	Records of any reportable death, injury, disease or dangerous occurrence. 
Accident Books

	3 years from last entry

	Accident book  kept in office

	Normal limitation rules mean that an individual can claim for negligently caused personal injury up to three years after, or deliberately caused personal injury up to six years after the event. 

The Reporting of Injuries, Diseases and Dangerous Occurrences Regulations 1995 (RIDDOR)

	Accounting & Financial records incl paying in books etc
	7 years
	Archive file in locked office cupboard
	Archive file boxed clearly labelled in financial years

Charities Act 2011 section 131 Financial Records

	Volunteer Records
	7 years
	Locked filing cabinet 
	

	General Personnel Files and training records (including disciplinary records). 

DBS Disclosure











Unsuccessful Job applicant application forms and interview notes.
	7 years after employment ceases




6 months
Once a recruitment decision has been made, we do not keep Disclosure information any longer than a period of up to six months, to allow for the consideration and resolution of any disputes or complaints.
We will maintain on employee files the reference number, the date a check was obtained and who obtained it. 


6 months
	


Locked filing cabinet 

Archive file in locked office cupboard.











	

	Payroll Information



Statutory Sick Pay records. 

Tax and National Insurance returns/records. 


Redundancy details, 


Pension scheme and member records. 


	7 years


Six years after employment ceases.

At least three years 



Six years from the date of redundancy.


Six years (except for records of opt-outs which must be kept for four years).

12 years from the ending of any benefit payable under the policy
	Archive file in locked office cupboard
	Archive file boxed clearly labelled in financial years












The Pensions Regulator

	Complaints records 
	3 years 
	Archive file in locked office cupboard 
	

	Insurance policies. 
	Permanently.
	
	

	Minutes
	Permanently
	
	


Register of systems
· Desktop computers located in ACH office – Financial records, client contact details, volunteer/staff references and applications, emails.
· Staff & Trustee Laptops – Transport lists, member contact details, emails. To facilitate remote working
· Staff trustee mobile phones – Names and contact numbers of members & next of kin. To facilitate mobile working
· Office locked filing cabinet – Paper records and signed items, financial records, applications and references member records
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